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IT Controls and Compliance with CMS IT, Security

Standards and Regulations

security

+  The Information Security team s responsible for a comprehensive approach to
‘security and privacy that encompasses all applicable federal requirements under
FISMA, HIPAA, HITECH, ACA, Tax Information safeguard requirements, and
state requirements.

+ Covered California used CHS's Harmanized Security and Privacy Framework as
the basis forits security controls, and also complies with all applicable California
privacy and securitylaws.

« Implementing the following securiy controls:

— System and data classification

~ Secarty contrls

~identty, credentil, and access management

~ Securenfastructure and managed services computing
—Data encrypton

~ hudtirais

~ Contnuy ofaperations and disaster recovery
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IT Controls and Compliance with CMS IT, Privacy

Standards and Regulations

Privacy

- Covered California must comply with applicable federal and state privacy
laws and regulations. Any data exchanged between entities as part of
Exchange implementation or operation fequires a goveming data use

‘agreement or data exchange agreement, whereby each entity assumes
responsibility for ensuring protection of transmitted data.

+ The Federal and State privacy laws and regulations with which Covered
California complies are:
~ Federal information and Securty Hanagement Act (FISIIA) 0f2002
— Health Insurance Portabity and Accountabity Act (PAA) of 1996
— Healih Iformation Technology forEconomic and Cinical Healh Act(HITECH) 0f2009
— Privacy Actof 1974
—E-Government Actof2002
— Patint Protecton and Affordabe Care Actof2010
— Safeguards for Protecting FederalTex Returns and Return Information (261.5.C. §6103
and related provisons)
260HHS ACAFinal Rule





